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Wireless sensor security communication and anti-leak locating
technology based on region partition in power mobile inspection

XU Min, PENG Lin, HAN Haiyun, LI Nige, HOU Zhansheng
State Grid Smart Grid Research Institute, Nanjing 210003, China

Abstract: In order to solve the problem of low transmission efficiency and security of the grid, ensure the normal
operation of power network, reduce network burden and improve the security of system access, a secure
communication and private key location technology of wireless sensor based on region partition was designed by
using the technology of time synchronization verification. The power transmission network in the vast amount of
sensor partition effectively improved the efficiency of power grid data transmission. The risk of leakage of the
coordinate mapping table to the grid data information was prevented by the leakage of the private key location
technology. Through the private key and the time stamp authentication technology, the security level of the system
communication was effectively increased.
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